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Introduction

Package consists of 4 proposals (20 July 2021)

Delivers on remaining items of the Commission Action Plan of 7 May 2020 for
a comprehensive Union policy on preventing money laundering and terrorism
financing.

AML AML Transfer of Funds AML Authority
Regulation Directive Regulation Regulation



SUBSTANTIVE LAW (rulebook)

ML AML Transfer of Funds
Regulation Directive Regulation

AML Regulation AML Directive | AWML Authority Regulation |




Substantive law — Transfert of Fund Regulation

« Extends scope to transfers of crypto-assets

« EU CASPs must collect and make accessible data on the originators and
beneficiaries

« Info must accompany the transfer of crypto assets — just as PSPs do for wire
transfers

«  Why? To identify those who send and receive crypto-assets, for AML/CFT purposes,
and to identify potential suspicious transactions

Applicable as from 30 December 2024

[ AwiReguaton WM avipiective € W 000 R Avisutoryresiaton |




=> Directly applicable rules: harmonization
and a risk-based approach

 List of Obliged Entities

» Internal policies, controls and procedures
» Customer Due Diligence (CDD)
 Enhanced due diligence cases

» Beneficial ownership information

» Reporting obligations

« Measures to mitigate the risks of bearer
instruments

AML Regulation AML Directive | om

Substantive Law — AML Regulation and Directive

=> Mechanisms that MS must have in place

to prevent ML/FT

Extend the requirements of the AMLR to
other sectors exposed to risk at national
level

Risk assessments

Registers (beneficial ownership, bank
accounts and real estate)

Financial Intelligence Units
AML supervision

Cooperation

+ Binding technical standards,
guidelines, recommendations




Substantive Law — AML Regulation

1. New obliged entities

» AML Regulation governs directly applicable
requirements for obliged entities and the
private sector

» AML regulation extends the scope of the
obliged entities :

> All types of CASPs

» Crowfunding services providers (including
regulated ones)

» Mortgage credit intermediaries and
consumer credit providers (other than
financial institutions)

» Professional football clubs and agents
» Operators of investor residence schemes

> Traders in high-value goods Flexibility: MS may exempt or add sectors subject

to a risk assessment and notification to Commission




Substantive Law — AML Regulation

2. Customer Due diligence

. Occasional transactions

. threshold lowered to €10 000 + AMLA identifies areas for
lower thresholds.

. Identification and verification for cash transactions over €3 000

. CASPs: identification and verification for transactions below €1 000,
‘full’ CDD above €1 000

 Discrepancy reporting obligations for BO information
 De-risking: must record steps taken when onboarding or rejecting a client

« SDD and EDD: harmonized rules including criteria and possible
measures

Outsourcing, reliance: harmonized conditions and prohibitions

« Partnerships for information sharing




Substantive Law — AML Regulation
3. Beneficial ownership
 Corporate entities:

* determination of ownership interest, control (direct/indirect/through ownership
interest/other means), structures involving legal arrangements or similar legal entities

*  ‘Control via other means’ identified independently of and in parallel with ownership
interests

Granular rules for
identifying beneficial
owners of different
types of entities and
arrangements, to
ensure harmonized
interpretations
across the Union

* Other categories: express trusts and similar legal entities or arrangements,
discretionary trusts, collective/alternative investment funds

* High-risk: Commission identifies high-risk categories and the associated lower
thresholds for calculating BO (maximum 15%%*)

* MS must notify Commission of types of legal entities and arrangements

* Beneficial Ownership registration for foreign legal entities when
e acquiring real estate in the EU (retroactive 1 january 2014)
* entering into a business relationship with an obliged entity

e acquiring high value* cars, boats and planes for non-commercial purposes




Substantive Law — AML Regulation

3. Limits to large cash payment

EUR 10 000 EU-wide cash limit

« Trading in goods/providing services in
professional capacity

 MS may adopt lower limits (consultation with
ECB, notify Commission)

» Existing lower limits continue to apply

« Deposits above limit to financial institutions
reported to FIU (not STR)

« MS may lift limit in case of force majeure

. Cash limit (by intensity) ‘ No cash limit

‘ Limit for B2B
T avioeane B tm [ AvtauheriyReguaton |




Substantive Law — AML Directive
1. Supervision and FiUs

AML « Powers and duties
Supervisors « Cooperation for supervising groups

 Powers to impose administrative measures and pecuniary
L/ .
\x_ sanctions

« Supervisory colleges in financial and

. over self-regulatory bodies

FIU  Access to financial, administrative and law enforcement
S information

¢ \ | « Suspension and monitoring powers, including suspension of
P\ /) account
"\

« Joint analyses

« Cooperation




Substantive Law — AML Directive
2. Registers

Powers of entities in charge of registers

Requesting information and documents, verification of BO information,
screening against TFS, resolving discrepancies

BO information that is
adequate, accurate and up-
to-date

Power to carry out on-site inspections, impose sanctions (directly or through
another authority), duty to report to FIU

Transparency of corporate
entities and legal arrangements
to combat misuse

Access

Immediate, unfiltered, direct access by competent authorities, tax
authorities, authorities responsible for implementing EU restrictive measures,
AMLA in relation to joint analyses, EPPO, OLAF, Europol and Eurojust when
providing operational support, self-regulatory bodies

Swift access to information
by competent authorities

Obliged entities for CDD purposes

Access by persons that can demonstrate a legitimate interest




Substantive Law — AML Directive
2. Registers

Bank account . Centralised mechanisms for identifying persons holding
registers or controlling accounts and safety deposit boxes

 Immediate, direct and unfiltered access to FIUs and
AMLA for joint analyses, timely access to supervisors

* Interconnection through single access point operated
by the Commission

Single access - Swifter access to real estate data through digital access
point for real point for competent authorities

estate data * Free, immediate and direct access

« Comprehensive information to identify properties across
MS: price, ownership, historical data, rights,
encumbrances and restrictions




Institutional reform — AMLA Regulation

Regulation establishing AML/CFT Authority
(AMLA-R)

AML Authority
Regulation

AML Authority Regulation



Institutional reform — AMLA Regulation

1. Two main areas of activities

AML/CTF supervision

Establishing a single integrated system
of AML/CFT supervision across the
Union, based on common supervisory
methodologies, and convergence of high
supervisory standards;

Directly supervising some of the most
risky financial institutions (40) and
indirectly supervising the less riskiest.

Oversighting and coordinating the
supervisory authorities in the non-financial
sector (not SRBs)

Coordination and Support Mechanism
for EU Financial Intelligence Units (FIU)

Supporting cooperation and joint
analyses by national Financial
Intelligence Units

Facilitating communication among them, to
contribute to better detecting illicit flows of
a cross-border nature.



Institutional reform — AMLA Regulation

2. AML supervisory system

Duty of cooperation in the system (Art. 7)

The system comprises AMLA and all supervisory
authorities (ie fin and non-fin sector). Duty of
cooperation in good faith.

Supervisory methodology (Art. 8)

Aim — harmonisation, creating a handbook for
AML/CFT supervision, with harmonised standards and
practices anchored both in level 2 and level 3, covering
the assessment of both inherent and residual risk.

Thematic reviews (Art. 9)

Aim — coordinate national exercises where possible,
enable mutual learning and more insightful outcomes.
Covers both “Joint reviews” and light-touch
coordination

Mutual assistance (Art. 10)

Establishing a formal mechanism for assistance and
cooperation, coordinated at central level (requests
relating to sharing of expertise, training and staff
exchanges, as well as supervision of fin-sector entities,
with appropriate safeguards for access to supervisory
information)

Central AML/CFT database (Art. 11)

Re-calibrating the database which EBA was mandated
to develop — information that needs to be collected
more clearly specified (hence no need for level 2).
Covers all key supervisory decisions.

Given the sensitivity of the data, access on need-to-
know basis. For non-AML/CFT authorities, request-
only basis.



Institutional reform — AMLA Regulation
2. AML supervisory system

3. Oversight

1. Direct
supervison

of a limited number of
selected entities

ndirect
supervision




Institutional reform — AMLA Regulation
3. Supervision in the financial sector

Direct * 40 obliged entities with the highest AML risk
supervision

Joint supervisory team

Requests for information, general investigations, on-sites and
judicial authorisation

Supervisory powers

Sanctioning powers

Indirect » Assessment of the state of supervisory convergence
supervision » Coordination and facilitation of work of AML/CFT colleges
* Requests to act in exceptional circumstances = may lead to
direct supervision
» Settlement of disagreement between supervisors
« Action in case of systematic failures of supervision



Institutional reform — AMLA Regulation
3. Supervision in the non-financial sector

* Peer reviews of non-financial supervisors and public
authorities

Oversight of « Coordination of the work of the AML colleges

:?nea:;na'l  Warning power of breach of Union law by non-financial
sector supervisors and public authorities

 Mediation power between non-financial supervisors

+ COMMON TOOLS: THEMATIC REVIEWS, AML/CFT DATABASE,
MUTUAL ASSISTANCE MECHANISM



Institutional reform — AMLA Regulation
4. Coordination and Support Mechanism for EU FIU

* Initiate and Conduct of Joint analyses - to enable joint operational analyses
(e.g. analyses of transactions reported in several countries with possible links to organised
crime groups)

* National FIU delegates (Art. 35) > “antennas” of EU FIUs at the Authority, to
allow patrticipating in all joint analyses

FlUs
« Mutual assistance in the area of cooperation of FIUs (Art. 36) > same
as in supervision

 Peer reviews of FIUs

* FIU.net - to provide stable hosting, and maintenance of the crucial operational data
exchange tool

+ Common instruments (RTSs/ITSs/GLs) > for developing common template
and standards to harmonise the work of FIUs and to make information exchange simpler; for
providing guidance to obliged entities



Timeline — Application of the AML package

Timeline for application of the AML package
and AMLA’s Tasks

AML Authority Regulation

AML Regulation AML Directive




Timeline — Application of the package
1. until the OJ publication

July or September
Dec 2023 Jan 2024 Feb 2024 2024

1212202 0J Publication of
Political 16-17.01.2024 the entire AML
agreement on 22 February Package
AMLA-R Political
agreement on EP + Council
AMLD and AMLR Joint vote on the
SEAT
l 20 days later,
AMLA starts to
30.01.2024 exist
Applicant
coutries’s
Hearings




Timeline — Application of the package
2. After the OJ publication

July or September Dec -2024 Mid -2025 July 2027 Jan 2028
2024

OJ Publication of TFR applicable AMLA : Start of AMLA : Start of
the entire AML v the selection the direct
Package process for direct supervision of 40
supervision selected Obliged
entities in the
AML,A : Start of all l financial sector
horizontal tasks

Transposition ddl
for AMLD : 3 years

20 days later, after entry into
AMLA starts to force
exist l
AMLR : New

regime applicable
in 2027




Timeline — Application of the AML package

Thanks for your attention.

Any question ?

FISMA-D2@ec.europa.eu

AML Authority Regulation

AML Regulation AML Directive




Anti-money laundering (AML) for lawyers:

the new EU AML package and general practical advice

KEY CHANGES INTRODUCED FOR LAWYERS

Claudio Cocuzza
Chair of the CCBE’s AML Committee
Zoom Webinar, 26 February 2024

Co-funded by the European Union




Recital (9)
Recital (10)

Art. 3
Art. 8

Art. 14a
Art. 16a
Art. 17
Art. 18
Art. 51

The new AML Regulation

Relevant provisions for lawyers

introduction of the exemption from reporting obligations for legal professionals

exemption in case of clients’ representation or defence in judicial proceedings and
ascertainment of the legal position

lawyers as obliged entities

measures proportionate to the nature of the business of the obliged entity and risk-
based-approach

outsourcing of the tasks to service providers (liability remains on the obliged entity)
reporting of discrepancies with information contained in UBO registers

exemption from CDD obligations for lawyers and exceptions to the exemption
identification and verification of the customer’s and BO'’s identity

exemption for lawyers from reporting obligations and exceptions to the exemption



The new AML Regulation

Art. 17
Inability to comply with requirement to apply customer due diligence measures

The obligation to refrain from carrying out the transaction in case of inability to comply with CDD measures
shall not apply:

“1a (...) to notaries, lawyers and other independent legal professionals, auditors, external accountants and
tax advisors, to the strict extent that those persons ascertain the legal position of their client, or perform
the task of defending or representing that client in, or concerning, judicial proceedings, including
providing advice on instituting or avoiding such proceedings.

However, the exemption (...) shall not apply when the obliged entities referred therein:
(a) take part in money laundering, its predicate offences or terrorist financing;

(b) provide legal advice for the purposes of money laundering, its predicate offences or terrorist financing,
or

(c) know that the client is seeking legal advice for the purposes of money laundering, its predicate offences
or terrorist financing. Knowledge or purpose may be inferred from objective factual circumstances”. *

*Latest and provisional wording of the provision subject to approval



The new AML Regulation

Art. 51, 2
Specific provisions for reporting of suspicious transactions by certain categories of
obliged entities

Exemption from reporting obligations for “Notaries, lawyers and other independent legal professionals (...) to
the extent that such exemption relates to information that they receive from, or obtain on, one of their clients, in
the course of ascertaining the legal position of their client, or performing their task of defending or
representing that client in, or concerning, judicial proceedings, including providing advice on instituting or
avoiding such proceedings, whether such information is received or obtained before, during or after such
proceedings.

However, the exemption (...) shall not apply when the obliged entities referred therein: (a) take part in money
laundering, its predicate offences or terrorist financing; (b) provide legal advice for the purposes of money
laundering, its predicate offences or terrorist financing, or (c) know that the client is seeking legal advice for the
purposes of money laundering, its predicate offences or terrorist financing. Knowledge or purpose may be
inferred from objective factual circumstances.

In addition (...), where justified on the basis of the higher risks of money laundering (...) Member States may
decide that the exception (...) does not apply to those types of transactions and, as appropriate, impose
additional reporting obligations on the obliged entities referred to in that paragraph. (...).*

*Latest and provisional wording subject to final approval



The new AML Directive

Relevant provisions for lawyers

Recital (69) oversight of self-regulatory bodies by a public authority

Art. 10
Art. 29
Art. 38
Art. 41
Art. 43

UBO registers

powers and resources of national supervisors
oversight of self-regulatory bodies

administrative measures (in addition to sanctions)

whistleblowers protections



The new AML Directive

Art. 38
Oversight of self-regulatory bodies

“3. Member States shall ensure that the authority overseeing self-requlatory bodies is granted adequate powers to
discharge its responsibilities (...). As a minimum, Member States shall ensure that the authority has the power to:

a) compel the production of any information that is relevant to monitoring compliance and performing checks,
except for any information collected by [lawyers] (...) in the course of ascertaining the legal position of
their client, subject to the conditions of article 17(1a) of that Regulation, or for performing the task of defending
or representing that client in, or concerning, judicial proceedings, including providing advice on instituting or
avoiding such proceedings;

b) issue instructions to a SRB for the purpose of remedying a failure to perform its functions (...).

3.a (...) Member States shall also ensure that the staff of the authorities overseeing SRBs are bound by

professional secrecy requirements equivalent to those laid out in article 50, and that they maintain high
professional standards, including high professional standards of confidentiality and data protection, and are

of high integrity (...).

3b. Member States may provide for effective, proportionate and dissuasive measures or sanctions for failures
by SRBs to comply with any request or instruction or other measure taken by the authority pursuant to paragraphs
2o0r3”. *

Latest and provisional wording of the provision subject to final approval



The new AML Directive

Recital (69)

“Directive (EU) 2015/849 allowed Member States to entrust the supervision of some obliged entities to
SRBs. However, the quality and intensity of supervision performed by such SRBs has been
insufficient, and under no or close to no public scrutiny. Where a Member State decides to entrust
supervision to a SRB, it should also designate a public authority to oversee the activities of the
SRB to ensure that the performance of those activities is in line with the requirements of this Directive.
That public authority should be a public administration entity and should perform out its functions
free of undue influence. The functions to be exercised by the authority overseeing SRBs do not imply
that the authority should exercise supervisory functions vis-a-vis obliged entities, nor take decisions in
individual cases handled by the SRB. However, this does not prevent Member States from allocating
additional tasks to that authority if they deem it necessary to achieve the objectives of this Directive.
When doing so, Member States should ensure that additional tasks are in line with fundamental
rights, and in particular that those tasks do not interfere with the exercise of the right of defence
and the confidentiality of lawyer-client communication”. *

Latest and provisional wording of the provision subject to final approval



The new Anti-Money Laundering Authority

Powers of the AMLA and
relationship with national SRBs



The new Anti-Money Laundering Authority

Art. 31 of the AMLA Regulation
Peer Reviews

“1. The Authority shall periodically conduct peer reviews of some or all of the activities of non financial-
supervisors and public authorities [overseeing SRBs] (...) to strengthen consistency and effectiveness in
supervisory outcomes. {(...)

The methods referred to in the first sub-paragraph shall take into account the specific features of the
supervisory framework in cases where supervision is entrusted to SRBs, including the role of the public
authority in charge of overseeing those bodies pursuant to Article 38 of Directive, and the specific characteristics of
supervisors in those cases.

2. The peer reviews shall be carried out by the staff of the Authority jointly with the relevant staff of the non-
financial supervisors (...).

9. When peer reviews concern supervisory activities which in one or more Member States are carried out by SRBs,
those SRBs shall not be required to participate. However, where they indicate an interest to participate in a

peer review exercise, staff entrusted with supervisory tasks from such bodies shall be allowed to participate in that
peer review.”

All the above is a provisional wording of the provision subject to final approval



The new Anti-Money Laundering Authority

Art. 32 of the AMLA Regulation
Warning on breaches of Union rules by (...) public authorities overseeing SRBs

“1. Where the Authority has ground to suspect that (...) a public authority overseeing SRBs (...) has not
applied the Union acts or the national legislation (...) or has applied them in a way which appears to be in
breach of Union law it shall inform the (...) public authority concerned of those suspected breaches

and investigate them.

For the purposes of the first subparagraph, the Authority may act upon request from (...) public authorities
(...) or on its own initiative (...).

2. The Authority shall be able to request from the (...) public authority concerned all information which the
Authority considers necessary for its investigation (...), with exception of information covered by the
legal privilege, unless the exemptions set out in articles 17(1) (...) and 51(2) (...) of Regulation apply
(...).

Whenever the requested information from the (...) public authority concerned has proven, or is deemed to

be, insufficient (...) the Authority may, after having informed the (...) oversight authority, address a duly
justified and reasoned request for information directly to other (...) oversight authorities”.

All the above is a provisional wording of the provision subject to approval




The new Anti-Money Laundering Authority

Art. 32 of the AMLA Regulation
Warning on breaches of Union rules by (...) public authorities overseeing SRBs

“3. The Authority may, not later than six months from Initiating its investigation, address a
recommendation to the supervisor or public authority concerned setting out the action necessary to
remedy the identified breach.

Before issuing such a recommendation, the Authority shall engage with (...) the public authority concerned,
where it considers such engagement appropriate in order to resolve the breach, in an attempt to reach
agreement on the actions necessary to that end.

The (...) public authority concerned shall, within ten working days of receipt of the recommendation,
inform the Authority of the steps it has taken or intends to take to resolve the breach.”.

All the above is a provisional wording of the provision subject to approval



The new Anti-Money Laundering Authority

Art. 32 of the AMLA Regulation
Warning on breaches of Union rules by (...) public authorities overseeing SRBs

“4. Where the (...) public authority has not resolved the identified breach (...), within one month from
receipt of the Authority’s recommendation, the Authority shall address a warning detailing the breach(es)
and identifying measures to be implemented by the addressees of the warning to mitigate their effects (...).

The warning (...) shall be addressed: (a) in the case of a supervisor in the non-financial sector, to the
counterpart supervisors in other Member States and, where the supervisor is a SRB, its public authority; (b)
in the case of a public authority, to the SRBs under its oversight.

5. As soon as the (...) public authority has resolved the breach, the Authority shall inform the
addressees of its warning that the breach has been resolved and that the mitigating measures shall
be ceased’.

All the above is a provisional wording of the provision subject to approval



The new Anti-Money Laundering Authority

New Regulation that institutes the AMLA - framework
investigation power and discretional power to ascertain a violation of the EU Law
access to all necessary data and information

power to issue a recommendation to public authorities overseeing SRBs, setting out the actions necessary to
remedy the identified breach.

power to address a warning detailing breaches and measures to mitigate their effects if the breach is not
remedied within one month as of the receipt of the recommendation

Issues and criticalities for bars and lawyers

professional secrecy (access to all information AMLA deems relevant and necessary) and reference to
exemption and its exceptions under art. 17 and 51 of the new Regulation

risk that too much power and discretion is granted to the AMLA
independence of professional bars in relation to the principle of separation of powers
risk that its power is not limited to AML matters only



Anti-money laundering (AML) for lawyers:

the new EU AML package and general practical advice

Complying with AML Obligations: Practical advice for law firms
and sole practitioners
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1. Do you know what is at stake...

Reputation

Risk extends
beyond AML-
regulated
legal services

Compliance
Failings —
Livelihood &

Proceeds of
nearly all
crime

ML/TF offence —
6AMLD - 4 years
(14 in Ireland)

Very low
knowledge
thresholds




2. Are you accessing key AML resources and up-to-date on the latest
developments?

www.aml4lawyers.eu



http://www.aml4lawyers.eu/

3. Are you up-to-date on sanctions ...

European Commission's Sanctions Web Resource
European Council’s European Council's web resource and infographic
Law Society of Ireland’s Sanctions Resource Hub www.lawsociety.ie/sanctions



https://ec.europa.eu/info/business-economy-euro/banking-and-finance/international-relations/restrictive-measures-sanctions/sanctions-adopted-following-russias-military-aggression-against-ukraine_en
https://www.consilium.europa.eu/en/infographics/eu-sanctions-against-russia-over-ukraine/
http://www.lawsociety.ie/sanctions

4 — Do you understand how professional money launderers might
target you?

e arrive at office
Placement SEWTIYos

, e Fraudulent debt
Layering collection

: e sell/transfer
[ Eldelt property

© Law Society of Ireland



Legal professional Involvement in
ML of their clients = best described
as a continuum, rather than as
something as stark as complicit or
unwitting



The FATF 2013 Report on Money Laundering and Terrorist Financing

Vulnerabilities of Legal Professionals

misuse of client accounts;

purchase of real property;

creation of trusts and companies;

management of trusts and companies;

managing client affairs and making introductions;
undertaking certain litigation; and

setting up and managing charities.

Red Flags

Client - overly secretive, someone else directing, high-risk countries \

Source of funds = unusual, disproportionate amounts of private
funding/cash, foreign country with no connection, payment procedures
change, high-risk countries, multiple/foreign bank accounts, company funds
private expenditure

Choice of solicitor/firm = at a distance, without experience for complexity,
refusals by other lawyers

Instructions = unusual, speed/pressure, needs introductions to banks,
complicate ownership structures, structures with multiple countries,

absence of supporting documentation, investment with no financial
advantage, back-2-back transactions, abandoned transactions, unexplained
last minute changes, retainer is to exclusive use client account without /

provision of legal services, litigation settled too easily/quickly

© Law Society of Ireland


https://www.lawsociety.ie/globalassets/documents/members/aml/ml-and-tf-vulnerabilities-legal-professionals.pdf
https://www.lawsociety.ie/globalassets/documents/members/aml/ml-and-tf-vulnerabilities-legal-professionals.pdf

5. Have you evaluated your firm’s vulnerability to being used to launder
money?

Customer/Client

Product/Service

Countries/Geographical

Transaction Type

Delivery Channel

© Law Society of Ireland



6. Have you put risk-appropriate AML policies, controls and procedures (PCPs) in
place?

AML Training
Staff PCPs Sample Adaptable Form

responsibilities

CDD
Procedures
‘ (summary,
CRA controls,
reliance)
.Controls -
Cash &
Client
Account
Use Policy

© Law Society of Ireland



7. Do you risk assess for money laundering BEFORE agreeing to act and gathering CDD?



DOCUMENT your analysis

Red flags assist solicitors in
applying a risk-based
approach to their CDD
requirements of knowing
their client, understanding
the nature and the purpose
of the business relationship,
and understanding the
source of funds

© Law Society of Ireland

Mere presence of a
red flag not
necessarily basis for
suspicion [Is there a
legitimate
explanation?]

A number of red
flags [More likely a
solicitor should
have a suspicion of
ML]




8. Have you adopted the traffic lighting red flags approach?

Scenario 4
* Client resides in
in US
* No financing
* No bank account
in Ireland = use

5°|'C't°r? Scenario 6 What if?...
. ac.clount-.d Client resides in
amily reside EU Scenario 4 —client

locally /., Moving to Ireland opens bank
* Sale of current account in Ireland,
home and savings evidence of

* Existing client pension lump sum

Scenario 5 referral and is establishing
. Wmm * Hasnot metin in Ireland?
bank in Ireland person yet/No
e Reasonable identity Scenario 5 —client
percentage in verification arrives with savings
savings in cash?
Scenario 6 —
funding is
transferred from a
company?

© Law Society of Ireland



9. Are you documenting your customer/matter risk assessments?

CRA - Sample ‘Document Your Thought Process’ Adaptable Forms



10. Do you engage with the due diligence as it comes in?

‘ EEEEEEEEEEEEENETR
Identify red flags mme

Risk Assess for Money

. Does it all add up? Are there new
Laundering

red flags?
““‘
“
“
o’
Will you provide the legal ““
— ‘t
é
If yes 2

© Law Society of Ireland



AML Compliance Checklist

e Do you know what is stake? }

e Are you accessing key AML resources and keeping up-to-date?

e Are you up-to-date on sanctions?

e Do you understand how professional money launderers might target you?

J\_

e Have you evaluated your firm’s vulnerability to being used to launder
money?

e Have you put risk-appropriate AML policies, controls and procedures in
place? )

e Do you risk assess for money laundering BEFORE agreeing to act and )
gathering CDD? )

e Have you adopted the traffic lighting red flags approach?

e Are you documenting your customer/matter risk assessments?

N

e Do you engage with the due diligence as it comes in?

J

C€C€CCCCCEEL

© Law Society of Ireland



FAQ - To what extent should | enquire into source of funds/wealth?

“Source of funds’is different to ‘source of wealth’. ‘Source of funds’ relates to the place from which the
client’s funds are sent, and how and from where the client obtained the money in order to be able to send it.
‘Source of wealth’ relates to how the client’s entire body of wealth or overall assets arose — for example,
through inheritance, property sale, or investment profit. The ‘source of wealth’ assessment is fundamental to
an AML/CTF assessment.” EU Commission, Training for Lawyers, User’s Manual

e Low/Medium = CDD 3> Understand/Obtain
Info/Asking Questions - documenting

e High ML Risk = Enhanced CDD - Evidence/Is source
of wealth legitimate?

e Always be prudent - examine supporting documents
for consistencies/red flags

e Caution = funds accessing EU for first time via a client
account or cash

e Cannot provide a banking service

* Source of funds unclear 2 make enquiries and
legality of funds may need to be evidenced

e Sometimes, if high risk, will documentation ever be
able to negate risk of ML for the lawyer?

© Law Society of Ireland



Anti-money laundering (AML) for lawyers:

the new EU AML package and general practical advice

APPLICATION OF LEGAL PROFESSIONAL PRIVILEGE IN THE
CONTEXT OF AML OBLIGATIONS

Claudio Cocuzza
Chair of the CCBE’s AML Committee
Zoom Webinar, 26 February 2024

Co-funded by the European Union




Legal Professional Privilege: relevant
provisions

Charter of Fundamental Rights of the European Union

Article 7 “Respect for private and family life”

Everyone has the right to respect for his or her
private and family life, home and communications.

Article 8 “Protection of personal data”

1. Everyone has the right to the protection of
personal data concerning him or her.

[..]

Article 41, Il paragraph, b) “Right to good
administration”

1. Every person has the right to have his or
her affairs handled impartially, fairly and within
a reasonable time by the institutions and
bodies of the Union.

2. This right includes: [...] the right of every
person to have access to his or her file, while
respecting the legitimate interests  of
confidentiality and of professional and
business secrecy [...].



Legal Professional Privilege: relevant
provisions

European Convention on Human Rights

ART 6 “Right to a fair trial”

1. In the determination of his civil rights and obligations or of
any criminal charge against him, everyone is entitled to a fair
and public hearing within a reasonable time by an
independent and impartial tribunal established by law. [...]

3. Everyone charged with a criminal offence has the following
minimum rights: [...]

(c) to defend himself in person or through legal assistance
of his own choosing or, if he has not sufficient means to pay
for legal assistance, to be given it free when the interests of
justice so require;

[..]

Article 8 “Right to respect for private and
family life”

1. Everyone has the right to respect for his
private and family life, his home and his
correspondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the interests
of national security, public safety or the economic
well-being of the country, for the prevention of
disorder or crime, for the protection of health or
morals, or for the protection of the rights and
freedoms of others.



Legal Professional Privilege: relevant

Article 4 DIRECTIVE 2013/48/EU
“Confidentiality”

Member States shall respect the
confidentiality of communication
between suspects or accused
persons and their lawyer in the
exercise of the right of access to a
lawyer provided for under this
Directive. Such communication shall
include meetings, correspondence,
telephone conversations and other
forms of communication permitted
under national law.

provisions

Article 2.3 Code of Conduct for European Lawyers
“Confidentiality”

2.3.1 It is of the essence of a lawyer’s function that the lawyer
should be told by his or her client things which the client would
not tell to others, and that the lawyer should be the recipient of other
information on a basis of confidence. Without the certainty of
confidentiality there cannot be trust. Confidentiality is therefore a
primary and fundamental right and duty of the lawyer. The
lawyer’s obligation of confidentiality serves the interest of the
administration of justice as well as the interest of the client. It is
therefore entitled to special protection by the State.

2.3.2. A lawyer shall respect the confidentiality of all information
that becomes known to the lawyer in the course of his or her
professional activity.

[..]



Legal Professional Privilege: relevant
provisions

Article 22 United Nations Basic Principles on the Role
of Lawyers (1990)

Governments shall recognize and respect that all
communications and consultations between lawyers
and their clients within their professional relationship are
confidential.



Legal Professional Privilege: national rules

Each national legal system in the EU

provides for special rules on professional
secrecy for lawyers



Legal Professional Privilege : relevant
judgments

European Court of Justice

Case C-155/79, 4 February 1981, AM & S v Commission

The protection of “confidentiality serves the requirements, the importance of which is recognized in all of the
Member States, that any person must be able, without constraint, to consult a lawyer whose profession
entails the giving of independent legal advice to all those in need of it”.

Case C-309/99, 19 February 2002, J. C. J. Wouters, J. W. Savelbergh and Price Waterhouse
Belastingadviseurs BV v Algemene Raad van de Nederlandse Orde van Advocaten

“Those obligations of professional conduct” - the duty to act for clients in complete independence and in
their sole interest, the duty to avoid all risk of conflict of interest and the duty to observe strict professional
secrecy - “have not inconsiderable implications for the structure of the market in legal services, and more
particularly for the possibilities for the practice of law jointly with other liberal professions which are active on
that market’.



Legal Professional Privilege : relevant
judgments

European Court of Justice

. Case C-305/05, 26 June 2007, Ordre des barreaux francophones et germanophones and Others v Conseil
des ministres

“The obligations of information and of cooperation with the authorities responsible for
combating money laundering, laid down in Article 6(1) of Council Directive [....] do not infringe
the right to a fair trial as guaranteed by Article 6 of the Convention for the Protection of Human

Rights and Fundamental Freedoms and Article 6(2) EU”.



Legal Professional Privilege : relevant
judgments

Criticism of Article 2a (5) Directive 91/308

The Council of the Bars and Law Societies of the European Union argued that the obligation of
lawyers “to inform the competent authorities if they come across facts which they know or suspect to
be linked to money laundering and the obligation to transmit to those authorities additional information
which those authorities consider useful, unjustifiably impinge on professional secrecy and the
independence of lawyers, that is to say, on principles which are a constituent element of the fundamental

right of every individual to a fair trial and to the respect of his rights of defence.”

=) The Court stated —as said- that Article 2a (5) Directive 91/308 EC does not infringe the right to a
fair trial.

« Case C-305/05, |- 5321, Opinion of Advocate General Poiares Maduro delivered on 14 December 2006

“The protection of lawyers' professional secrecy is a principle with two aspects, one procedural, drawn from
the fundamental right to a fair trial, the other substantive, drawn from the fundamental right to respect for

private life."



Legal Professional Privilege : relevant
judgments

European Court of Justice

Case C-37/20, C-601/20, 22 November 2022, Luxembourqg Business Regqisters, Sovim

The general public’s access to information on beneficial ownership affects the fundamental rights to respect for

private life and protection of personal data, guaranteed in Articles 7 and 8 of the Charter of Fundamental Rights
of the European Union.

Case C-694/20, 8 December 2022, Orde van Vlaamse Balies, |G, Belgian Association of Tax Lawyers, CD, JU v Vlaamse
Regering

‘Lawyers would be unable to carry out satisfactorily their task of advising, defending and representing their clients,
who would in consequence be deprived of the rights conferred on them by Article 47 of the Charter, if lawyers were
obliged, in the context of judicial proceedings or the preparation for such proceedings, to cooperate with the authorities by
passing them information obtained in the course of related legal consultations (see, to that effect, judgment of 26
June 2007, Ordre des barreaux francophones et germanophones and Others, C-305/05, EU:C:2007:383, paragraphs 31
and 32).”




Legal Professional Privilege : relevant
judgments

European Court of Human Rights

« Case S. v Switzerland, 28 November 1991

“If a lawyer were unable to confer with his client and receive confidential instructions from him without such

surveillance, his assistance would lose much of its usefulness, whereas the Convention is intended to
guarantee rights that are practical and effective”.

. Case of Niemietz v. Germany, 16 December 1992

“‘Where a lawyer is involved, an encroachment on professional secrecy may have repercussions on the proper
administration of justice and hence on the rights guaranteed by Article 6 of the Convention”.

« Case Michaud v France, 2012

“Legal professional privilege, while primarily imposing certain obligations on lawyers, is specifically
protected by [...] Article 8 ECHR’.



Legal Professional Privilege : relevant
judgments

European Court of Human Rights

Case Affaire Demirtas et Yiiksekdaq Senoglu c. Tiirkiye, 2023

“It goes without saying that, in such cases, the Court must first be satisfied that such a restriction
arises from exceptional circumstances, such as terrorism or organised crime, which are such as to
derogate from the essential principle of the confidentiality of lawyer-client communications. Such
confidentiality constitutes a fundamental right and directly affects the rights of the defence. That
is why the Court has held that a derogation from that essential principle can be permitted only in
exceptional cases and provided that it is surrounded by adequate and sufficient guarantees
against abuse”. *

*unofficial translation



Legal Professional Privilege : relevant
judgments

Supreme Court of Canada

13 February 2015, Attorney General of Canada vs Federation of Law Societies of Canada

Legislation on money laundering — in so far as it imposes obligations on lawyers to keep or disclose
information about clients — is unconstitutional, as it violates three fundamental principles:

Violated principle Solution of the Court

i solicitor-client privilege exceptions must be "strictly necessary" and even when public
# safety is at stake there must be a clear and imminent risk of serious
physical harm or death to an identifiable person or group

i) the independence of counsel - ?;\:Zrzg?sc:iple is violated by forcing lawyers to manage conflicting

for the lawyer the violation of the legislation entailed sanctions for the
professional;

for the customer the legislation allowed the federal government to
access its confidential information protected by attorney-client
privilege

i) art. 7 of the Charter of Rights and
Freedoms in relation to the freedom -
of the client and the lawyer
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Red Flags in Money Laundering
Main (?) points for Lawyers to be aware of

* The most important things to know about Money Laundering prevention are not
the topics on the following pages. These can only give you a sense of when you
should have a bad feeling. You should follow up on this impression and take the
necessary steps in accordance with your national legislation.

* If you have a bad feeling about the client or the story he/she has told you, you
should investigate, even if none of the following information is available. The
most important factor in preventing Money Laundering and Terrorist Financing is

YOU



Types of Services
that are vulnerable to ML

Purchase of
real estate

Creation of
,Sham* trust,
litigation companies

VU|nerab|e and charities

Legal
Services

Management
Use of client of trusts,
accounts companies
and charities




General Risks (1/2)

Geographic Risks

* Countries subject to sanctions,
embargoes or similar measures issued
by, for example, the UN

* Countries identified by credible sources
(i.e., well-known bodies that are regarded

as reputable, e.g., International Monetary

Fund, The World Bank, and OFAC) as:

» generally lacking appropriate AML laws,
regulations and other measures;

* being a location from which funds or
support are provided to terrorist
organisations; or

* having significant levels of corruption or
other criminal activity

Service Risks

Where lawyers, acting as financial intermediaries, actually
handle the receipt and transmission of funds through
accounts they control

Services to conceal improperly beneficial ownership from
competent authorities

Services requested by the client for which the lawyer does
not have expertise (unless the lawyer is referring the request
to an appropriately trained professional for advice)

Transfer of real estate between parties in an unusually short
time period

Payments from un-associated or unknown third parties and
payments for fees in cash where this would not be typical

Consideration is inadequate or excessive

Clients who offer to pay extraordinary fees for services that
would not warrant such a premium



General Risks (2/2) — The Client

Domestic and international PEPs Entity

structure or relationships of client make it difficult to identify its beneficial owner
or controlling interests (e.g., the unexplained use of legal persons or legal
arrangements)

Charities and “not-for-profit” organisations that are not monitored or supervised
by authorities or SROs

Use of financial intermediaries that are neither subject to adequate AML laws nor
adequately supervised by authorities or SROs

Clients who:
* conduct their business relationships or request services in unconventional circumstances;

* are cash-intensive businesses (e.%., money service businesses and casinos), that are not
usually cash-rich but generate substantial amounts of cash;

* have no address, or multiple addresses; or
* change settlement or execution instructions.



Red flags — Client’s behaviour or identity

Client is secretive or evasive about:

e its identity or that of its beneficial owner;
e the source of funds or money; or

e why it is doing the transaction in the way it is

Client is:

* known to have convictions, or to be currently under investigation for,
acquisitive crime or has known connections with criminals;

e related to or a known associate of a person listed as being involved or
suspected of involvement with terrorists or terrorist financing
operations;

e involved in a transaction that engages a highly technical or regulatory
regime that imposes criminal sanctions for breaches (increasing the
risk of a predicate offence being committed); or

e unusually familiar with the ordinary standards provided for by the law
in satisfactory customer identification, data entries and Suspiciuos

Transaction Report (STR)s, or asks repeated questions on related
procedures




Red flags — Concealment techniques

’ Use of intermediaries without good reason

\

’ Avoidance of personal contact for no good reason

|
‘ Reluctance to disclose information, data and documents that are necessary to enable the execution of the

/

transaction
[

’ Use of false or counterfeited documentation

/

’ The client is a business entity that cannot be found on the Internet




Red flags

The relationship between the client and counterparties

Ties between the parties of a family, employment,
corporate or any other nature generate doubts as to the
real nature/reason for transaction

Multiple appearances of the same parties in transactions
over a short period of time

The parties attempt to disguise the real owner or parties to
the transaction

The natural person acting as a director or representative
does not appear to be a suitable representative

The parties are:

native to, resident in, or incorporated in a
higher-risk country;

connected without apparent business
reason;

of an unusual age for executing parties;

not the same as the persons actually
directing the operation




Red flags - Funds

There is no legitimate explanation for:

ea disproportionate amount of private funding, bearer cheques or cash (consider
individual’s socio-economic, or company’s economic, profile);

a significant increase in capital for a recently incorporated company or successive
contributions over a short period of time to the same company;

ereceipt by the company of an injection of capital or assets that is high in comparison
with the business, size or market value of the company performing;

ean excessively high or low price attached to securities being transferred;

*a large financial transaction, especially if requested by a recently created company,
where it is not justified by the corporate purpose, the activity of the client or its group
companies; or

ethe client or third party contributing a significant sum in cash as collateral provided by
the borrower/debtor rather than simply using those funds directly.

The source of funds is unusual because:

ethird party funding either for the transaction or for fees/taxes
involved with no apparent connection or legitimate
explanation;

ofunds are received from or sent to a foreign country when there
is no apparent connection between the country and the client;

efunds are received from or sent to higher-risk countries;

ethe client is using multiple bank accounts or foreign accounts
without good reason;

eprivate expenditure is funded by a company, business or
government; or

ethe collateral being provided for the transaction is currently
located in a higher-risk country.

*The asset is purchased with cash and then rapidly used as
collateral for a loan.

There is no legitimate
explanation for:

ean unusually short
repayment period having
been set;

emortgages being
repeatedly repaid
significantly prior to the
initially agreed maturity
date; or

efinance being provided by a
lender, either a natural or
legal person, other than a
credit institution




But for further information, feel free to
contact me.
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