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LIMITING 
RISKS TO 
WHISTLE 
BLOWERS



HARD FACT: 
LAWS HAVE 
NO REAL 
PROTECTION 
MECHANISMS



79% 
FAILURE RATE  
WORLDWIDE



90% OF 
OFFICIALS:
TOO AFRAID OR 
DON’T KNOW 
HOW TO DO IT



QUIET JUSTICE: 
BLOW THE 
WHISTLE –
DON’T BECOME A 
WHISTLEBLOWER



DON’T BECOME 
A PROFESSIONAL 
WHISTLEBLOWER



UNDERSTAND 
PERCEPTIONS –
KNOW YOUR 
LIMITATIONS



MAXIMIZING THE 
POSITIVE IMPACT 
OF CASES



BUILD YOUR 
CIRCLE OF 
SUPPORT



WHEN AND 
HOW TO 
USE THE 
MEDIA



WHEN AND 
HOW TO 
USE THE 
AUTHORITIES



WHEN AND 
HOW TO 
USE THE 
CLIENT



WHEN AND 
HOW TO 
FIGHT BACK



BUILD YOUR 
REPUTATION –
BECOME 
AN EXPERT



SUCCESSFUL  
WhistleblowER
Case STrategies



Medieval 
paradigm: DON’T 
shoot the 
messenger

01.



Corporate playbook re: treatment of whistleblowers

Hard-wired to expel those who dissent

Personal life 

News headlines:  Enron, Wirecard, Theranos, Weinstein 

Chilling Effect:  Sends a signal to future whistleblowers



Retaliation v. whistleblowers

Adverse employment actions: termination, demotion, blacklisting

Research: Women WBs suffer effects more

Statistics: Difficult to win in Employment Tribunal  

Example:  Jes Staley, CEO of Barclays Bank



Psycho-social effects of whistleblowing

New England Journal of Medicine study & Dr. Jennifer Fraser

WBs radioactive: lose co-workers, friends, isolated 

Whipsaw: expect to be thanked 

Gaslighting: begin to doubt themselves 



REIMAGINING WBS 
AS Forward
indicators of risk

02.



whistleblowers|forward indicators of risk
WBs should be seen as assets, not liabilities, for companies. MOST LOYAL EMPLOYEES. They almost always raise 
concerns internally first, allowing companies to act on reports, and stamp out issues, before they become bigger 
problems. 

Companies need to celebrate WBs for their strength in having the courage and fortitude to tell their employers the 
hard truths, and not just what they want to hear. Companies should act positively on WB information. 

WBs are a critical source of information.  STUDIES: MOST FRAUD UNCOVERED BY WBS. The fear of retaliation 
from companies gets in the way of proper reporting of that information.  

Companies with more internal reports are soliciting more and are better in most metrics (survivability, profit, 
lower fines, fewer lawsuits, etc). Companies with less stringent and less effective compliance measures are less 
likely to have internal reports.



Evidence on the use and efficacy of internal wb systems
2020 research from Professors Kyle Welch and Steven Stubben analyses data from NAVEX Global 

and shows that:

ü Companies with active internal reporting hotlines are more profitable than those whose hotlines 
are silent

ü Companies experience fewer lawsuits, smaller bills from legal settlements and fewer fines from 
regulators

ü More reports are a good thing, reflecting greater trust in management by employees and a 
greater flow of information to management about potential problems

ü Increased internal reporting reflects a positive feedback culture more than the extent of problems 
occurring within the company

RESULT: WHISTLEBLOWERS ARE CRUCIAL TO KEEPING COMPANY HEALTHY



Professor kyle welch, George Washington university

“If you’re a board member of a firm that has some of these 
features ... you need to evaluate the whistleblower 

system, you need to factor in that you might not be getting 
as much information from these reports as you need to. 

From a management perspective, this changes things, 
because managers look at the number of reports and 

they’ll say wow, our reports are very high, that’s a 
problem, how do we get that down – which is totally the 

wrong approach to this if you think about it. 

It’s very easy to get reports down. You just hide the phone 
number and you don’t tell anybody to make any reports. 

That’s the easiest way to get the numbers down, but that’s 
not what you want. 

You want to see a high number of reports, because that 
means you have more visibility into things that you 

wouldn’t see otherwise.

Professor Welch commenting on his 2018 report: 
Evidence on the Use and Efficacy of Internal Whistleblowing Systems

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3273589


Creating a speak-up friendly work environment|TIPs
indicators of riskTone at the Top, Mood in the Middle, Echo from the Bottom. 

Add section in Employment Evaluation Forms, Exit Interviews, 
Hire a Whistleblower

TRAINING: Practice Courageous Conversations (WB Wendy Addison) 
& Listen Up

NORMALISE Whistleblowing:  Culture where Mistakes are Embraced, 
Growth Mindset



LEGAL CLAIMS 
whistleblowers 
CAN BRING

03.



RETALIATION

A.



European union whistleblowing directive
New directive approved on 23 October 2019

All member states were required to implement the new rules by Dec. 2021. 
Provides minimum standards which are mandatory in all member states.

Introduces:
Internal reporting channels for public and private sector employers

Applicable if more than 50 employees

Non-hierarchical reporting channels
Whistleblowers can report internally, externally to a competent authority designated by member 

states or resort to the media (public disclosure).

Confidentiality and follow up
Reporting channels must protect the identity of whistleblowers.

Must follow up and inform whistleblower about outcome of investigation. 

Prevention against retaliation 
Protections against dismissal, demotion, and other measures.

Requires national authorities to inform citizens about available 
whistleblowing procedures and protections.



REVERSAL OF BURDEN OF PROOF|EXPANSION OF COVERED PERSONS 

The burden of proof is 
on the organization to 

show that it has not 
retaliated.  

WHO IS COVERED

Not just Employees. 

Workers, Contractors, 
Freelance Workers, 

Shareholders, Volunteers, 
Trainees, Colleagues, 

Relatives

REVERAL OF BURDEN OF PROOF for 
proving retaliation

PROHIBITED TYPES OF retaliation

Suspension, lay-off, 
dismissal, demotion, transfer 

of duties, withholding of 
training, blacklisting 

CONDITIONS FOR PROTECTION

Have reasonable grounds 
to believe the matters 

they report are true



WHISTLEBLOWER TIPS 
TO GOVERNMENT 
AGENCIES
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Main u.s. whistleblower reward programS

2010
Encourages those with 

knowledge of violations 
of U.S. securities laws or 

bribery of foreign 
government officials to 
share this information 

with the SEC.

2010
Encourages those with 

knowledge of violations 
of the U.S. Commodity 
Exchange Act to share 

this information. 

1863/1986
Foundation of the 

U.S. whistleblower 
reward system. 

Whistleblowers report 
fraud and misconduct in 

federal government 
contracts and programs. 
31 states and 8 cities have 

FCAs.

FCA SEC CFTC IRS

2006
Incentivizes people to 

report evasion, 
underreporting, and 

other tax law violations.



Main u.s. whistleblower reward programS

2015
Encourages those with 
knowledge of vehicle 

safety violations to share 
this information with the 

DOT.

2021
Encourages those with 

knowledge of violations 
of U.S. Bank Secrecy 

Act/money laundering to 
share this information 

with the Treasury 
Department.

DOT TREASURY



CANADIAN whistleblower reward programS

2016
Encourages those with 

knowledge of violations 
of Ontario securities law

2015
Offshore Tax 

Informant Program

OSC CRA



LEGAL CLAIMS 
EMPLOYERS BRING VS. 
whistleblowers
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CLAIMS EMPLOYERS BRING v. WBs | Anti-slapp

Theft of Documents 

Trade Secret Violations

Breach of Contract/Employment Agreements/NDAs

Defamation 



OTHER RISKS POSED 
BY NOT HEEDING 
whistleblowers
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WHISTLEBLOWERS 
CAN GO TO THE MEDIA

A.



media|increased opportunities

LEAKERS:  ICIJ, Panama, Pandora, Paradise Papers ... 

MENA:  ARIJ

FAMOUS WBS:  Magnet Effect 

SOCIAL MEDIA & Self-Publishing (Medium), WB Media (Lioness)



Ngos, wb charities 
& nonprofits

B.



WB NONPROFITS|WB ADVOCACY GROUPS

UK:  WhistleblowersUK & Protect

International:  European Center for WB Rights, The Signals 
Network (Uber WB, Facebook WB)

WIN:  Whistleblowing International Network

Integrity Sanctuary: 



NGOS|EXTINCTION REBELLION – TRUTHTELLER.LIFE



NGOS|EXTINCTION REBELLION – TRUTHTELLER.LIFE



IMPROVED WB 
REPORTING TECH

C.



Wb reporting mechanisms|vault, speeki, ETC.

• Anonymous 2-way reporting

• Go-Together Feature -- Vault



CREDITS: This presentation template was created by 
Slidesgo, including icons by Flaticon, and infographics & 
images by Freepik

THANKS!
Do you have any questions?

minman@constantinecannon.co.uk

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
mailto:minman@constantinecannnon.co.uk


Directive (EU) 2019/1937 of the European 

Parliament and the Council of 23 October 

2019 on the protection of persons who 

report breaches of Union law 

Dr Lauren Kierans BL
Lecturer in Law

Maynooth University, Department of Law and 
Criminology

Co-founder and Director of Education at the European 
Whistleblowing Institute: ewi.legal

Twitter: @LaurenKierans | LinkedIn: 
linkedin.com/in/lauren-kierans

https://www.ewi.legal/
https://twitter.com/LaurenKierans
https://www.linkedin.com/in/lauren-kierans-1b8a01a0/


European Commission Factsheet (20 April 2018)   



The value of whistleblowing

A worldwide survey of KPMG professionals who investigated 
750 fraudsters between March 2013 and August 2015, 
uncovered that 44% of fraudsters were detected as a result of 
a tip, complaint, or a formal whistleblowing hotline.

• KPMG International, ‘Global profiles of the fraudster: Technology enables and 
weak controls fuel the fraud’ (KPMG May 2016)

The Association of Certified Fraud Examiners identified that in 
2,110 cases of real occupational fraud, from 133 countries, 
and in 23 industry categories, tips were by far the most 
common initial detection method, with 42% of occupational 
fraud being detected as a result of a tip. 

• Association of Certified Fraud Examiners, ‘Report to the Nations 2022, Global 
Study on Occupational Fraud and Abuse’ (ACFE 2022)



EU Whistleblowing Directive
In October 2019, the European Union adopted the Directive (EU) 
2019/1937 of the European Parliament and the Council of 23 October 
2019 on the protection of persons who report breaches of Union law 

The Directive fills an important legislative gap and sets down minimum 
standards for the protection of whistleblowers. 

Its adoption occurs after a few decades of incremental changes in 
Europe on advancing the protection of whistleblowers. 

European Commission listed only 10 Member States (inc UK) as having 
comprehensive whistleblower protection legislation 

EU Member States were required to transpose the Directive into 
national law by 17 December 2021.

Purpose: ‘enhance the enforcement of Union law and policies in specific 
areas by laying down common minimum standards providing for a high 
level of protection of persons reporting breaches of Union law.’ (Art 1)



EU Whistleblowing Monitor: 
www.whistleblowingmonitor.eu/

Only 10 MS have 
adopted Transposition 

Laws

Denmark: adopted 24 
June 2021 and entered 
into force 17 December 

2021.

Sweden: 29 September 
2021 and entered into 
force on 17 December 

2021.

Portugal: adopted 26 
November 2021, 

published 20 December 
2021 and enters into 
force 6 months later.

Lithuania: adopted on 
16 December 2021 and 
was due to enter into 
force on 15 February 

2021.

Malta: passed the third 
reading on 14 

December 2021.

Cyprus: adopted on 20 
January 2021.

Latvia: adopted on 20 
January 2022 and was 
due to enter into force 
on 16 February 2022.

France: adopted on 15 
February 2022 and was 

promulgated on 22 
March 2022.

Croatia: adopted on 15 
April and entered into 
force on the 23 April 

2022.

Ireland: adopted on 21 
July 2022 and enters 

into force on 01 
January 2023

https://www.whistleblowingmonitor.eu/resources-list


EU Whistleblowing Monitor: www.whistleblowingmonitor.eu/

Transposition 
Bills have been 

issued in a further 
12 countries:

Estonia Luxembourg Poland Slovakia 

Slovenia Netherlands Spain Germany Austria

Bulgaria
Belguim (limited 
to private sector)

Finland

https://www.whistleblowingmonitor.eu/resources-list


‘Information on breaches’ 

Art 6(1) Reporting persons must have:

Reasonable grounds to believe that the 
information on breaches reported was 
true at the time of reporting and that 

such information fell within the scope of 
this Directive; and 

Reported either internally or externally or 
made a public disclosure

information, including reasonable suspicions, about actual or potential 
breaches, which occurred or are very likely to occur in the organisation in 
which the reporting person works or has worked or in another organisation

with which the reporting person is or was in contact through his or her 
work, and about attempts to conceal such breaches (Art 5(2))



Personal Scope (Art 4)

Private and public sector

• Workers (inc. former workers)

• Civil servants; 

• Self-employed 

• Shareholders 

• Persons belonging to the administrative, management or supervisory 
body of an undertaking, including non-executive members

• Volunteers 

• Paid or unpaid trainees 

• Contractors

• Subcontractors

• Suppliers 

• Persons in a recruitment process or other pre-contractual negotiations. 

Must cover at least, the following: 



 Measures for protection of reporting

persons also apply to:

 Facilitators

 Third persons who are connected with

the reporting persons and who could

suffer retaliation in a work-related

context, such as colleagues or relatives

of the reporting persons

 Legal entities that the reporting

persons own, work for or are otherwise

connected with in a work-related

context.

Personal Scope 

(Art 4)



Material Scope (Art 2)

 12 policy fields: 

 Public procurement 

 Financial services, products and markets, and prevention of money 
laundering and terrorist financing 

 Product safety and compliance 

 Transport safety 

 Protection of the environment 

 Radiation protection and nuclear safety 

 Food and feed safety, animal health and welfare 

 Public health 

 Consumer protection 

 Protection of privacy and personal data, and security of network and 
information systems 



Material Scope (Art 2)

Breaches affecting the financial interests of the Union as referred to in Article 
325 TFEU and as further specified in relevant Union measures 

Breaches relating to the internal market, as referred to in Article 26(2) TFEU, 
including breaches of Union competition and State aid rules, as well as breaches 
relating to the internal market in relation to acts which breach the rules of 
corporate tax or to arrangements the purpose of which is to obtain a tax 
advantage that defeats the object or purpose of the applicable corporate tax law 

Member States have the power to extend protection under national law to other 
areas



Disclosure Recipients

Art 7: Reporting through internal reporting 
channels 

Art 10: Reporting through external reporting 
channels

Art 15: Public disclosures



Art 10: 

Reporting 

through 

external 

reporting 

channels

 Recital 64- Competent authorities could 

be:

 Judicial authorities

 Regulatory or supervisory bodies 

competent in the specific areas 

concerned

 Authorities of a more general 

competence at a central level within a 

Member State

 Law enforcement agencies

 Anticorruption bodies

 Ombudsmen



Art 15: Public disclosures

The person first reported internally and externally, or 
directly externally but no appropriate action was taken in 
response to the report within the timeframe

The person has reasonable grounds to believe that: 

• the breach may constitute an imminent or manifest danger to the 
public interest, such as where there is an emergency situation or a risk 
of irreversible damage; or 

• in the case of external reporting, there is a risk of retaliation or there 
is a low prospect of the breach being effectively addressed, due to the 
particular circumstances of the case, such as those where evidence 
may be concealed or destroyed or where an authority may be in 
collusion with the perpetrator of the breach or involved in the breach



Some Key Definitions (Art 5)

‘report’ or ‘to report’ means, the oral or written communication of information on 
breaches

‘feedback’ means the provision to the reporting person of information on the action 
envisaged or taken as follow-up and the grounds for such follow-up

‘Follow up’ means any action taken by the recipient of a report to assess the 
accuracy of the allegations made in the report and, where relevant to address the 
breach reported, including through actions such as an internal enquiry, an 
investigation, prosecution, an action for recovery of funds or the closure of the 
procedure. 



Article 8: Obligation to establish internal 

reporting channel

Art 8(1): Member States shall ensure 
that legal entities in the private and 
public sector establish channels and 
procedures for internal reporting and for 
follow-up, following consultation and in 
agreement with the social partners 
where provided for by national law



 Internal Procedures:

 Organisations with > 50 workers must establish, maintain and operate channels and procedures for
internal reporting and for follow-up

 Threshold of 50 EEs does not apply to entities in Parts I.B and II of the Annex to the Directive

 ie financial services, products and markets and prevention of money laundering and terrorist
financing, transport safety, and protection of the environment

 Recital 48 and Art 8(7) & (8): MS may extend obligation to organisations with < 50 workers taking into
account the nature of the activities of the entities and the ensuing level of risk for, in particular, the
environment and public health - subject to risk assessment and notification to EU Commission

Obligation to establish internal reporting 
channel (Art 8)



Internal 
reporting 
channels 

Private Sector orgs with 50 to 249 workers:

Derogation: Have until 17 December 2023 
to establish internal reporting channels (Art 
26(2)

May share resources re receipt & any 
investigations (Art 8(6))



Internal disclosures channels: Procedures for 
internal reporting and follow-up (Art 9)

• Report to be made in writing or orally or both

• Design, establish & operate secure channels that ensure 
confidentiality of reporting person and any third party mentioned 

• Acknowledge receipt of disclosure within 7 days of that receipt

• Provide feedback to that reporting person: within ‘reasonable 
timeframe’ and max 3 mths from acknowledgment of receipt or, if 
no acknowledgement was sent, 3 mths from expiry of the 7-day 
period after the report made

• Diligent follow-up

Designation of an impartial person or 
department/provided externally by a 3rd party :

This may be the same person or department as the 
one that receives the reports 



External reporting channels (Arts 11 & 12)

Establish independent & 
autonomous external 

reporting channels, for 
receiving information on 

breaches

Enable reports in writing 
and orally  

W/n 7 days of receipt, 
acknowledge in writing 

unless RP explicitly 
requested/CA reasonably 
believes acknowledging 

receipt would jeopardise
protection of RP's identity 

Diligently follow up on the 
reports 

Provide feedback to CA 
within reasonable 

timeframe not exceeding 
3mths/6mths in duly 

justified cases; 

Communicate final 
outcome of investigations 

to RP 



• Art 6: 
Anonymous 
disclosures

• Art 16:
Confidential 
disclosures



Article 19 Prohibition of retaliation

(a) suspension, lay-off, 
dismissal or equivalent 

measures

(b) demotion or 
withholding of 

promotion

(c) transfer of duties, 
change of location of 

place of work, reduction 
in wages, change in 

working hours

(d) withholding of 
training

(e) a negative 
performance assessment 

or employment 
reference

(f) imposition or 
administering of any 
disciplinary measure, 
reprimand or other 
penalty, including a 

financial penalty

(g) coercion, 
intimidation, 

harassment or ostracism

(h) discrimination, 
disadvantageous or 
unfair treatment

(i) failure to convert a 
temporary employment 

contract into a permanent 
one, where the worker had 
legitimate expectations that 
he or she would be offered 

permanent employment

(j) failure to renew, or 
early termination of, a 
temporary employment 

contract

(k) harm, including to the 
person's reputation, 
particularly in social 

media, or financial loss, 
including loss of business 

and loss of income

(l) blacklisting on the basis of
a sector or industry-wide 

informal or formal agreement, 
which may entail that the 

person will not, in the future, 
find employment in the sector 

or industry

(m) early termination or 
cancellation of a 

contract for goods or 
services

(n) cancellation of a 
licence or permit

(o) psychiatric or 
medical referrals.



Article 21 Measures for protection 

against retaliation

Immunities Interim relief

Full compensation
Presumption retaliation 
was for the report or 
the public disclosure



Art 23 Penalties

Hinder or attempt to hinder reporting

Retaliate against persons 

Bring vexatious proceedings against persons 

Breach the duty of maintaining the confidentiality 
of the identity of reporting persons

Knowingly false reporting 



Article 24 No waiver 
of rights & remedies

 Member States must ensure 

that the rights and remedies 

provided for under the 

Directive cannot be waived or 

limited by any agreement, 

policy, form or condition of 

employment, including a pre-

dispute arbitration agreement.



Dr Lauren Kierans BL
Lecturer in Law
Maynooth University, Department of Law & Criminology
Co-founder and Director of Education-European Whistleblowing Institute (ewi.legal)
Twitter: @LaurenKierans | LinkedIn: linkedin.com/in/lauren-kierans

https://www.ewi.legal/
https://twitter.com/LaurenKierans
https://www.linkedin.com/in/lauren-kierans-1b8a01a0/
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